Plane recovery goes on

By 2d Li Jefirey Bishop
188 Wi Public Affairs

KADEMAAIR BASE, Japan (AFPN) — Kadens poople ane

plaving a kev role in the recovery of the EP-3 survedllance plane

from Hainon Islond, China,

Employess of Lockheed Marin Acronauties Co,, the con-
tractor hred by the Defense Department to ke the plane apart
ared bring it hack to the United States, left here June 20 for
Chima. They will be continumg work on the Mavy plane that
miade news when it was foreed to make an emergency landing
il |.i1|;;_1..-<|'||.|'i Aarfield on ."'n||ri| I after a Chinesa i|1|q_'r|.'1.'||l-::-r eil-

lded wath it im ighe.

Parts from the plane will be ferried o Kadena in a series of
shaprents on a contracted Russan ARN-124 commercial cargo

et The large<copocity wirermft, operated by Polved Aar Corgo

Lid., of Yoronezh, Russia, 18 comparable o a C-5 Galaxy,

While Fadena personmel swill oot go o Ching to participate
m the wireralt’s reeovery, they are lending support to the con-
tracted erews. Aboutl 60 people will be directly mvolved, wath

many more people providing indineet suppaort.

The operation 15 expected o ke a few weeks 1o accomplish

Big Brother’s watching
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Who's in your chain of command?

Amn Aaron Roberts, TSgt Ruth Arsenault and A1C Carlos Litsinger, 341st Mission Support Squadron,
stand In front of the recently established chain-of-command wall. The display shows 341st MSS mem-
bers thelr squadron commander, Lt Col Ashley Elder, o President George W. Bush,

Phioto by A0 Hafold Baivess

DOD agents continue chasing hackers

By Steve Hara
American Forces Press Servloe

WASHINGTON (AFPN) — Defense Department coimn-
puber aseurity systems and specialiste foiled pearly 22500
wiodd-be intruders in 1999 and 24,300 in 2000, There i3
no let-up in sight.

Specaal Agent Jum Chiasty said he and others on has law
enforcament stafl are i a growih business, chasing hack-
ers and spies and manning down other criminal activities.
Ad representatives of the

that make life eazier for them.

Here are soime simple things that can help:

0 Uze different passwords at Web sites and on every
machine vou wse, Reject all sile and svsiem offers o
“remember” a person and his password. Bad guva ko
fany people wse just one passwond, so attacking an easily
hacked site gives them “skeleton keva™ o tough ones.

O Dot open e-mail attachisents fom people you do
rot know, and do st open them uneritically jusi bocause
someone ko supposedly sent therm. Hackers use attach-

menls o inject vinuges and other mis-

office of the assistant
secrefary of defense for
command, contral, com-
munications and intelli-
gence, they also counsel
DO emplovess on
being an effective first
limz of defense instead of
the weakest link.

When he discusses

computer.”

“There’s absolutely no pri-
vacy on a government

Special agent

chievous of malicious somputer code
into machines and svatems. A common
mzans o apread infections i3 by send-
ing e-rmail copies o evervone in a vic-
tnm’s address book - using the vietim's
NAITHE.

0 Log off or ksck a workstation
when you go on breaks or oul to lunch.
There s oo point giving bad guys
unfetbered acoss oo computer and

Jim Christy

compuier security,

Christy said, he drives home that average folks are not
expocted to mount an ironclad defense. Rather, he
stressed, they can do sumple things that make life
harder for bad guvs — and can stop deing sunple things

nabwork.

0 Mever use personal diskettes, Zip disks and the like
on classified systems. Computers divide files and write
them to disk in units called sectors. [F the fle's last sector
iz only partially Glled, the machine tops it off with data

AFA conference brings space

Springs leaders of the serospace imdustny

{ren

randomly pulled From memsory of hard drives. Thens is no
way o koow in advance where the information might
come frorm, soe writing and saving even vour holiday groet-
imgza letter on a elassified svatem is considered a securiiy
violatio,

0 People can be a security risk aven if they do mot work
with classified files, have none on your computer and have
no access o any. Hackers can launch network attacks from
unclassified computer gystems, given the time and appor-
funily. And intelligence analvais are quite capable of draw-
ing conelusions from bits and pieces of unelassified, soem-
angly unrelated information.

Keep in mind that infonmation does not have 1o be
classified to be sensitive, Christy said. Medical recosds,
personne] records and personal address and telephone
books are not usually elassified, but all contain data pro-
tected [rom public release by the Privaey Act of 1974,
Crosd secunity, he said, means locking out all sneops, nod
just sples.

Christy and company’s growing business i security
18508 @Ives rise to another — persoaal privacy on govem-
mieni-owned computers. Government wsars have none.

Uncle Sam's machine, Uncle Sam’s sules, Chaisty
foted.

“There is abaolutely no privacy on a goverment com-
puiter,” Christy said.

stars’ together

Eberhart likened that

renewed  Mwarrior class” lo operate military apace

One-day conference
held ideas, support
for U.S. space control

vy MEgi Ausfin Carter
AFSPC Public Affeies

COLORADD SPRINGS, Cole, — The
“stars” of mulitary and mdustnal space
gathered for an  annual  Air Force
Aszociation conference recently 1o discuss
the future of space operations for the
Umited States.

In a one-day conference held last month
at the Broadmoor Hotel in Colorade

mingled with servicemermbers whoe make
sure the United States maimtains ils superi-
Ofity i space.

The conference began with a panel of 12
stars: three major comimand commanders,
all with different perspoctives of space.
Gren Ed Eberhart, commander of Air Foree

Space Command and cormmander in chief

of L& Space Commnand and Morth
Aamerican Aerospace Defense Command,
Gen John Jumper, commander of Air
Combat Command and Gen Lester Lyles,
commander  of  Air Force  Material
Comimand, each spoke of a renewed focus
odl the wse of spece capabilities in the mili-
lary.

imderest b the race o the moon in e
1o960s. Howewver, he urged a new direction.
“We must think bevond force enhance-
meent,” Gan Eberhart stated. “We most
think now of space condral.”
Space control i3 considered by malitary
sirategists o be the ability to protect and

defend space assets and deny the use of

Space 1o an enemy.

“WWe must use space to attack the cender
of gravity of our adversaries,” he said
“We must control space as owe would
atbemipt 1o comdral land, sea and ain

Gen Jumper, as one of the prime cus-
toaners of AFSPC s prodscts, rerminded the
audience teat America will need to ereate o

gy sterms in future contlicis. He said the mil-
iary must create a new environmend by
teariing down the inter- and intrazervice
boundaries o0 that the warfior can get tims-
Iy information for his mission. Gen Lyles,
whose command landles the acquisition
processes and product development For the
rest of the Air Force, handled questions
about the wpeorming merger of Space and
bdizsile Systems Center and AFSPC Ot 1.

“T"m telling our people not (o look at i
as a developrsental organization turming
ke an oporational command,” he said,
“We're creating a new culture here, nod
wholly ops of developmental. Space and
air integration is absolutely eritical.”



